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lpaesuna npumeHeHUss HacmoswWeao cmaHd0apma ycmaHosfieHbl 8 cmampee 26 ®edeparibHo20 3aKOHa
om 29 uwHsa 2015 2. Ne 162-03 «O cmaHOapmu3ayuu e Pocculickoli ®edepayuu». VHpopmauus o6
U3MEHEHUSIX K Hacmosuemy cmarHOGapmy nybnuxkyemcs 6 exe200HOM (110 COCMOSAHUIO Ha 1 iHeaps meKyueao
e00a) uHopmayuoHHOM yKkazamene «HayuoHanbHble cmaHfapmbly, a oghuyuanbHbill mexem U3MeHeHuUll
U nonpasok — 6 eXeMeCAYHOM UHGOPMaUUOHHOM yKkasamerne «HayuornanbHble cmaHO0apmebi». B cnydyae
nepecMmompa (3aMeHbl) Unu ommeHbl Hacmosuieeo cmarHlapma coomeememeyrowiee ysedomneHue bydem
onyb6nukoeaHo 6 bnuxalilueM 6billyCKe eXeMeCS4YHO20 UHOPMAaUUOHHO20 yKasamens «HauuoHarnbHble
cmaHOapmbi». Coomeememeyrouiass UHopmayus, yeeOoMiieHUe U MeKCMbl pasMewaomes makxe 6
UHehopmaluUuoHHOU cucmeme obuieao nonb3oe8aHus — Ha oguyuaribHom calime ®edeparnbHoe0 azeHmemea
10 MEXHUYECKOMY pe2ynuposaHuio u Memporsoauu 8 cemu ViimepHem (www.gost.ru)
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Hacroawmi ctaHaapT He MOXET ObiTb NOMHOCTLIO UMM YACTUYHO BOCNPOU3BEAEH, TUPAXKUPOBAH U pac-
NPOCTPaHEH B kayecTBe ohuLManbLHOro usaanus 6es paspewenuns degepanbHOro areHTCTBa No TEXHUYECKO-
MY PerynupoBaHuio n METPONOrnu
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BeBepeHue

HacTosiLuuit cTaHaapT BXOAUT B KOMNMEKC CTaHAAPTOB, yCTaHABNMBAOWMX TpeboBaHuA K TeCTUpOBa-
HUIO CPEACTB BbICOKOHAAEXHOW BUOMETPUYECKON ayTeHTUMKaLmMK.

[osepue k cpeaCcTBaM BbICOKOHAAEXHOW GUOMETPUYECKON ayTeHTUdMKaUmMKU onpeaenseTca pesynsra-
Tamu UX TECTUPOBAHUS, BLIPAKEHHLIMU B (hOPME rapaHTWii NPOM3BOAMTENS, NOATBEPXAEHHbIX, N0 He06XxoAu-
MOCTH, CepTUDUKALIMOHHBIMU AOKYMEHTaMMU.

TecTupoBaHue cpeacTB GUOMETpUYECKON ayTeHTUdMKauMu NpoBOAUTCA C MCNoNb3oBaHueM 6a3 Guo-
MeTpuyeckmx 06pasoB «CBOI» U «YyXxoi», pasMepbl KOTOPbIX ABAAIOTCA AOCTAaTOMHBLIMU AN NOATBEPXKAEHUSA
XapaKTepPUCTUK TECTUPYEMbIX CPEACTB.

Haunbonee CnoxHol 4acTbio 3agaum SIBNSAETCA TECTUPOBAHUE CTOWKOCTM 00yyeHHbIX npeobpasosare-
nen «buometpus-koa» kK atakam noabopa. Kak npasuno, co3garb 4OCTaTOHHO 601bLLON 00bEM €CTECTBEHHBIX
Guometpuueckux obpasos no tpedosaHuam MOCT P 52633.1 TexHU4EeCkUu HEBO3MOXHO. Mo aToM npuunHe
NPUXOAUTCS MHOTOKpPAaTHO yBENUYMBATL Pa3Mepbl TECTOBOI B6asbl BuoMeTpuyecknx 06pa3os 3a CHET CUHTETH-
yeckmx GuomeTpuyeckux obpa3os, cozaaHHbix no FOCT P 52633.2.

B o6uwem cnyyae 3agada aBTOMATU3MPOBAHHOTO TECTUPOBAHUS CTOMKOCTM npeoBpasosarens
«BnomeTpus-koa» Tpebyet hopMupoBaHus oveHb GonbLumx 6a3 TECTOBLIX BUOMETpUUYECKX 06pa3oB U Npu-
MEeHEHUA BbICOKOMPOU3BOAUTENbHBLIX BbIMUCNUTENbLHBLIX CPEACTB C 6onblmMM 0bbemMom namATU. O6nacTbio
NpUMEHeHNs HacTOsILLEro CTaHAapTa He siBnsieTca obLwuii cnyyaii nepebopa Bcex BO3MOXHbIX GuomeTpuye-
CKMX 00pa3oB, HACTOSALMIA CTAHAAPT PaACNpPOCTPAHAETCS TONbKO Ha TECTUPOBAHWE MPOrPaAMMHBLIX CPEACTB
ayTeHTUdKUKaLMK, B KOTOPbIX NPeAYyCMOTPEHa BO3MOXHOCTb peanu3aumm cneumanbHbiX YCIOBUI YNPOLLEHUS
3a/1a4M TECTMPOBAHUS, a TAKKE NPEAYCMOTPEHbI CNeunanbHbIE TECTOBbIE PEXUMbI HAONIOAEHNUSA BHYTPEHHUX
JaHHbIX npeobpasoBaTenst «6MomeTpusi-koa». Ana cpeacrs BbICOKOHAAEXHOW GuoMeTpu4eckon ayTeHTudu-
Kauuu, BbINONHEHHbLIX C annapaTHOi 3aLUTON BHYTPEHHNUX AAHHBIX, UK ANA NPOrpaMMHbIX CPEACTB, He npe-
[0CTaBNALLNX JOCTYNA K CBOUM BHYTPEHHUM AaHHBLIM B CNeLUManbHbIX PEXMMax TECTUPOBAHUSA, NPoLIeaypbl
HaCTOALLEro cTaHaapTa He MOTYT AaTb YMCMNEHHONW OLIEHKM CTOMKOCTY K atakam noabopa.
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HAUMWOHANBHBLIN CTAHAOAPT POCCUNCKON PEQLEPALUUMN

3awumta uicgopmauummn
TEXHUKA 3ALLUNTBI MUHPOPMALUA
TecTupoBaHue CTOMKOCTU CPEACTB BbICOKOHAAEXHONW GMOMETPUYECKOM 3aImThl K atakam noadopa

Information protection. Information protection technology. The high reliability biometric protection means endurance
testing from matching attacks

DNata BBeaeHuss — 2011—12—01

1 O6nactb NpUMeHeHun

Hacrosawmi cTaHaapT pacnpoCcTpaHSAeTCA Ha aBTOMaTu3MpPOBaHHbIE CUCTEMbI TECTUPOBaHUA CPEACTB
BbICOKOHaAEXHOW GMOMETpUYECKON ayTeHTuduUKauuu, BbiNonHeHHble no FTOCT P 52633.0, koTtopbie ocy-
LLeCTBNSAIOT MMMTAUMIO atak noabopa ¢ ucnonb3oBaHuem 0a3 ecTeCTBeHHbIX GuomeTpuyeckux obpa3sos,
cchopmupoBaHHbix N0 MOCT P 52633.1 n pasMHOXEHHBIX 3@ CHET CUHTETMUYECKUX Buometpuydeckux obpa-
30B, nony4deHHbIXx o FOCT P 52633.2. Hacroawumii ctaHaapT pacnpoCTPaHSETCA HAa NporpamMMHbIe CpeAcTBa
GMOMETPUYECKON ayTeHTU(MKALUMK UM NPOrpaMMHbIE SMYNATOPbLI annapaTHbIX CPeACTB ayTeHTudukaumu,
npegycMarpusapoLLme 4OCTYNHOCTb UX BHYTPEHHUX AaHHbIX B CreuuanbHOM TECTOBOM PeXnMe.

2 HopmaTtuBHbIe CCbISIKN

B HacTosiLemM cTaHgapTe UCNOnNb30BaHbl HOPMATUBHbLIE CCbINIKM Ha Crieayiomue CraHaapThbl:

FOCT P 50779.10 Craructudeckne metoabl. BepoATHOCTb M OCHOBbI CTAaTUCTUKW. TEPMUHBI U onpeae-
neHunsa

FOCT P 52633.0 3awmra uHdopMmauyuu. TexHuka sawmTtol MHopmauun. TpeboBaHus K cpeacTBam
BbICOKOHAAEXHON OMOMETPUYECKON ayTEeHTUdMKaLum

FOCT P 52633.1 3awmTta uudopmaumu. TexHuka 3awmTtbl mHpopmauun. TpeboBaHusa k hopmuposa-
HWio 6a3 ecTecTBeHHbIX GUoOMeTpuYecKknx 06pasoB, NPeaHa3HAYEHHbIX ANA TECTUPOBAHUS CPEACTB BbICOKO-
HaaexXHON BMOMETPUYECKON ayTeHTUdUKaumm

FOCT P 52633.2 3awmTta uudopmaumu. TexHuka 3awmTtbl MHpopmauun. TpeboBaHusa k chopmuposa-
HUIO CUHTETUYECKUX BMoMeTpudeckux o6pasos, NpeaHasHaYeHHbIX AN TECTUPOBAHUS CPEACTB BbICOKOHA-
OEXHOI BMOMETPUIECKON ayTeHTUdnKauum

MpuMeyaHne—TIpu NONLIOBAHUN HACTOALLUM CTAHAAPTOM LienecoobpasHo NPOBEPUTL E€NCTBUE CChINOYHBIX
CTaHAapToB B MH(OpMaLMOHHOI cucteMe obLero nonb3oBaHNA — Ha ouLuanbHoOM caiite defeparbHOro areHTCTBa No
TEXHUYECKOMY PeryriupoBaHuio U METPONOrun B ceTu VIHTepHET unu no exerogHoMy nHdopMaLmMoHHOMY ykasarernto «Ha-
LUWoHanNbHbLIE CTaHAAPTLI», KOTOPLIA ONyBNUKoBaH NO COCTOAHWIO Ha 1 AHBapPSA TeKyLero roaa, U No BbiNyckaM exeMecsy-
HOro UHopmaLUoHHOro ykasaTtens «HauuoHanbHble CTaHfapThi» 3a TeKyLWniA ros. Ecrnn saMeHeH cebifNoYHbliA cTaHaapT,
Ha KOTOpbIiA AaHa HefaTMPOBaHHAA CCbINKa, TO PEKOMEHAYETCA UCNoNb3oBaTh AENCTBYIOLLYIO BEPCUIO ITOrO CTaHaapTa
€ YYETOM BCEX BHECEHHbIX B JaHHYI0 BEPCUIO N3MEHEHUA. ECNun 3aMeHeH CCbiNoYHbIN cTaHAapT, Ha KOTOpbLIA flaHa faTu-
poBaHHaA ccbifka, TO PeKOMeHAYETCA UCNONBb30BATL BEPCUIO 3TOrO CTaHAapTa € yKkasaHHbIM Bbille rofoM YTBEpPXAeHuA
(NpuHATKA). Ecnu nocne yTBepXAeHNA HACTOALEro CTaHAapTa B CCbINOYHbIA CTaHAApT, Ha KOTOpLIA faHa fJaTupoBaHHas
CChINKa, BHECEHO U3MeHeHWe, 3aTparusarolee NoNoXeHne, Ha KOTopoe flaHa ccbinka, TO 9TO NoMoXeHWe peKoMeHAYeTcA
NpUMeEHATL 6e3 y4YeTa faHHOTO M3MEHEHNA. Ecnu CebiNoYHbIi cTaHAapT 0TMeHeH 6e3 3aMeHbl, TO NONOXeHWe, B KOTOPOM
flaHa cchlfka Ha Hero, peKOMeHAYETCA NPUMEHATL B YacTW, He 3aTparnBalowen 3Ty CChINKY.

U3panue ocpuumnanbHoe
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3 TepMuHbI M onpeaeneHus

B HacrosiLeM cTaHgapTe npuMeHeHbl TepMudbl no FOCT P 52633.0, FOCT P 52633.1 uFOCT P 52633.2,
a TaKke CneayloLLmMii TEPMUH C COOTBETCTBYIOLLIMM ONpeaeneHUem:

3.1 cTOMKOCTL K aTakam noaGopa: [MokasaTtenb, onpeaensiomii YMCno MOMNbITOK noabopa, He-
06Xx0AUMOE 3rOYMBILLNEHHUKY ANsi NONYyYEeHUs Ha Bbixoae npeobpasoBaTens HEM3BECTHOrO €My koaa Ao-
ctyna «CBoi» Npu UCMONb30BaHUM ANst aTaku 3apaHee ccopMupoBaHHON 6asbl GuoMeTpudeckux obpasos
«Hyxon».

4 O603HauYeHUA U coKpalleHun

B HacToAweM cTaHgapTe MCnonb30BaHbl cneayiowme 0603HaYEeHUS U COKPaLLEHUSA:
N — pa3amep ucnonb3yemon ans TectupoBaHus 6asbl 006pa3oB «Uyxony;

h — 3Ha4eHue kputepusa XaMMHUHra;

N — AnNWMHA BLIXOAHOTO KOA A TECTMPYEMOTro npeobpasoBarens «OUOMETPUS-KOAY;
E(.) — oneparop BbiMucneHus maremarunyeckoro oxuaanua no NOCT P 50779.10;
o(.) — onepartop BbIMUCIIEHUA cTaHAApPTHOro oTknoHeHusa no NOCT P 50779.10;

P, — BEPOATHOCTL OLUMOKM BTOPOTO poAa (OLUMGOUHBIA NPONYCK «4yoro»);

MBK — npeobpasoBatenb «BUOMETpUS-KOAY.

5 Oowue nonoxeHun

5.1 PacnpeneneHue B3aMMHOro A0BepuUA

MBK moryT TecTupoBaTbCA NpU pasHOM YPOBHE AOBEpUS MEXAy AOHOPOM GuoMeTpuu, Bnagenbuem
cpeacrtea GMOMETPUYECKON ayTeHTUukauum (TecTupoBaHus). Paanuualor Tpu ypoBHS B3aMMHOIO OBEPUS:

- NONHOEe B3aMMHOE AOBEpUEe Mexay AOHOPOM GMOMETPMM U BnagenbLeM cpeacrtsa BUOMETPUYECKon
ayTeHTuduKkauuu (TeCTupoBaHus);

- 4YaCTUYHOE AOBEPUE MEXIY AOHOPOM BMOMETPUM U BNagenbLeMm cpeacTsa GUOMETPUYECKON ayTEHTU-
dukaumm (TeCTMpoBaHus);

- OTCYTCTBUE J0OBepusi AOHOpa GUOMETPUM K BnaaenbLy CpeacTsa GuoMeTpuyeckoi ayteHTudmkaumm
(TecTupoBaHus).

5.1.1 MonHoe noBepue CO CTOPOHLI IOHOPA GMOMETPUN

MonHoe B3auMHOe AOBEPUE BO3HWUKAET B Cryyae, ecrnm JOHOP GMOMETPUN OAHOBPEMEHHO SIBMSIETCA
BnagenbLem cpeactea GOMETPUYECKON ayTeHTUUKALMKN CO BCTPOEHHBIM 610kOM caMmoTecTupoBaHus. Tor-
Ja AoHOp GuomeTpumn cnocobeH nocne kaxaoro obyyeHus Helmpoceresoro MBK camocToaTeNbHO NPOTECTH-
poBaTh €ro ypoBeHb CTOWKOCTW K atakam nogbopa. OaHako npyu STOM AOHOP GUOMETPUM AOIMKEH AOBEPATb
BCTPOEHHOMY B CpeacTBO BUOMETpUYeckor ayteHTucbukaummu 6roky camotecTuposanus. MNpu nonHom Ao-
BEPUM 3aTpaTbl HA TECTUPOBAHNE MUHWUMANbHBbI, Tak Kak BCE BUOMETPUYECKUE AaHHBIE U3BECTHBI TECTUPYIO-
Lemy.

5.1.2 [loBepue K BCTPOEHHOMY B CPeACTBO ayTeHTuduKaLmm 610Ky caMoOTeCTMPOBaHUSA

[oHop BuomeTpun fOBEPAET BCTPOEHHOMY BMOKY CaMOTECTUPOBAHUSA, €CINU NPOU3BOAUTESNL CPEACTBA
ayTeHTUdMKaLMmn AaeT MHopMaLMIo O MOrPELLHOCTM Bnoka CaMoTECTUPOBaHUSA. 3asaBneHHas NpousBoauTe-
NneM NorpeLUHOCTL NokasaHwii 6noka camoTecTMpOBaHWS AOMKHA ObiTb NOATBEPXAEHA BHELUHUM HE3aBUCK-
MbIM TECTUPOBAHWEM C UCMOSIb30BAaHWEM TECTOBbIX 6a3 GUOMETPUYECKUX 06Pa30B 4OCTATOMHOMO pasMepa.

5.1.3 YactnuHoe nosepue co CTOPOHbI JOHOpPA GUOMETPUU

CuTyauus 4acTUYHOrO JOBEPUS BO3HUKAET B Cry4ae, eCrnm AOHOP BMOMETPUMN HE SIBMAETCA BnajernbLem
cpeacTtBa GuomMeTpuyeckon ayTeHTudmkaumum (Tectuposarus). B atom cnyvyae goHop GMOMETPUM COXpaHAET
3a coboli npaBo Ha obecneveHne KoHPUAEHUNANLHOCTU, aHOHUMHOCTH, 06E3NMYEHHOCTH CBOUX BUOMETpUuye-
CKMX JaHHbIX U KoAa aoctyna. Tem He MeHee Bnageney cpeacTsa GMOMETPUYECKON ayTEHTUdMKALMN JOIDKEH
MMETb BO3MOXHOCTb TECTUPOBATL CTOWKOCTb K aTakam noabopa MNBK aoHopa 6uometpun (nonb3osarenei ero
cpeactea). CpefcTBa TeCTUPOBAHUS AOJDKHbI BbITb CNOCOBHEI paboTaTh B PEXUME COXPAHEHUS aHOHUMHO-
CTU, KOHDUAEHUMANbHOCTH, 06€3NMYEHHOCTU NEPCOHAaNbHbIX BUOMETPUYECKNX AaHHbIX AOHOPa BuomeTpun.

YacTuyHoe goeepue co CTOPOHbI JOHOpa GUOMETPUU K BnagenbLy CPpeacTsa ayTeHTudukauum (Tectu-
POBaHUS) CYLLUECTBEHHO YCIOXHAET YyCNOBUSI TECTUPOBAHUS.

2
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5.1.4 TectupoBaHue Npu NOSIHOM OTCYTCTBUM [OBEPUSA CO CTOPOHLI AOHOpA

3arparbl Ha TECTMPOBAHWE CYLLECTBEHHO 3aBUCAT OT HadvanbHOW MHdopMauun 0 GUOMETPUIECKUX
OaHHbIX U Koge aoctyna. [pu NOSMHOM OTCYTCTBMM HavanbHOW uHdopmauyum o MNBK TecTupylowmin omkeH
nepebparb MHOXeCTBO BUOMETPUYECKUX 06pa3oB, KOTOPLIE KOraa-nmbo MoryT ObiTb NPeaAbABMEHbl, U HANTH
UNu cuHTE3MpoBaTb Guometpuyeckuii obpas «Coi». PexxiuM OTCyTCTBUA A0BEpPUA (NONHOIO OTCYTCTBUSA A0-
NONHUTENbHOW UHbopMaLMKN O 3awmLiaeMori BMOMETPUM U Koae AO0CTYNa) ABNAETCA Haubonee CnoXHbIM
Ansi TECTUPOBaHUSA. JTOT pexxum TpebyeT 3HAUMTENbHLIX 3aTpaT MaTepuanbHbiX pecypcoB Ha hopMupoBa-
Hue 6onblumx 6a3 GuomeTpuueckux o6pasoe no MOCT P 52633.1, ucnonb3oeaHne BbLICOKONPOU3BOANTENBHBIX
CpeAcTB aBTOMaTU3UPOBAHHOIO Pa3mMHOXeHUs buometpudeckux obpasos no MOCT P 52633.2 u nocneayio-
LLero TECTMPOBaHUS NyTeM NPAMOro nepetopa Bcex BO3MOXHbIX BapuaHToB Guometpudeckux obpasos. 3tot
pexuM TECTUPOBAHUSA B PaMKax HacTOALLEro CTaHaapTa He paccMaTpuBaeTCA, Tak kak He NO3BONAET nony-
YUTb AOCTOBEPHBIX YUCMEHHBIX PE3yNnbTaToB 6€3 NPUBMNEYEHNU BLICOKONPOU3BOAUTENBHBIX BEIYMUCIIUTENbHBIX
CpeacTB aBToMaTu3auumn nogbopa Guomerpuyeckux o6pasos.

5.2 YyeT BNUAHUA CTPYKTYPbI NpeobpasoBarena «OMomeTpus-koay» nNpu ero TeCTUPOBaHUM HA
CTOMKOCTb K aTakam nogbopa

5.2.1 Ctpyktypa [MBK, ucnonb3sywuwero BxogHble OGuoMeTpuueckue napameTpbl BbICOKOTO
KayecTBa

Ecnu MBK ucnone3yet npsMoe npeobpaszoBaHue GUOMETPUYECKMX NapaMeTPOB B KOJ Yepe3 Ux cpas-
HeHWe C rpaHnuamMun pacnpeaeneHus napameTpos «CBoli», TO TECTUPOBAHUE NPOBOAMTCA 6€3 U3MEHEHUs ero
CTPYKTYpbl. TeCTUPOBaHWE NPOBOAUTCA HabMIOAEHWEM BbIXOAHbBIX KOAOB, MOPOXKAAEMbIX BXOAHbIMU Buome-
TpUYeCcKUMU napameTpamMm obpasoB «Hyxoii».

5.2.2 Ctpyktypa MBK, ucnonbsywwero BxOoAHble OuoMeTpuueckue napameTpbl CpeaHero
KayecTBa

Ecnu MBK OCyLUeCTBNAET NOBbILIEHUE KayecTBa GUOMETPUMUYECKMX NMApamMeTpoB C NMOMOLLLIO OAHOIO
CNosi UCKYCCTBEHHBIX HEPOHOB MNM MHOTO OJHOCIIONHOTO HEYETKOr0 MexaHn3ma oboraleHusl AaHHbIX, TO
TeCTUpoBaHMe NpoBOAMTCA 6e3 U3MEHEHUA ero CTPYKTypbl. TeCTUpOBAHWE NPOBOAUTCS HAOMIOAEHMEM Bbl-
X0AHbIX koaoB MBK, nopoxxaaembix BXOAHbIMWU BUOMETPUYECKUMU NnapameTpaMu 06pasoB «Uy>xon».

5.2.3 NsmeHeHue cTpykTtypbl MNBK, ncnonb3ywwero BxoaHble GuomeTpuyeckue napametpbl
HM3KOro KayecTBa

Ecnu MBK ocywecrenser npeobpa3oBaHue MHOTOCIIONHOW HEWPOHHON CETbIO MW C NOMOLLBIO UHBIX
MHOFOCMOMHBIX HEYETKMX MEXaHM3MOB O0OOralleHus AaHHbIX, TO TECTUPOBAHWE NPOBOAUTCA C TakKUM n3Me-
HEHWEM ero CTPYKTYpbl, KOTOPOE MO3BONsieT HabnoaaTk KOAbl HA BbIXOAE KaXAoro cnosl. TeCTOBbIN PEXUM
JOMKeH obecnevnBaTb KOHTPONb KOAOB HA BbIXOAAX HEMPOHOB UNWU HA BbIXOAAX UHBLIX HEYETKUX MEXAHN3MOB
o6oraLueHus agaHHbIX kaxaoro cnosi NBK. Mpu aToM NpoBOAAT TECTUPOBAHUE BbIXOAHBLIX KOAOB KAXA0ro Cnos
MBK. NTorom TectTupoBaHus ABNSIETCA HAUXY/ILLIMIA NOKa3aTenb CTOMKOCTU K atakaMm nogbopa.

5.2.4 N3meHeHne cTpykTypbl [BK, ucnonb3ymwowero MexaHusMbl 3ammTbl OT HabnoaeHus
BHYTPEHHUX AAHHbIX

Ecnu MNMBK umeeT CnoXHylo CTPYKTYpY, CBSI3bIBAIOLLYIO Yepe3 AMCKPETHbIe onepauuu (X3LwmposaHus,
6uTOBbLIE OMEepaLMmn CIoXEHUs1 N0 MOAYNIO ABA UMM UHbIE onepauumn) Mexy coboi BHYTPEHHUE AaHHbIe, TO
ero CTpyKTypa nepes TeCTUpOBaHMEM AOIDKHA ObITb YNPOLLEHA 3a CYET OTKITIOYEHUS MEXAHM3MOB 3aLLUUThbI OT
HabnoAeHUa BHYTPEHHUX AaHHbIX. TECTOBbIA PEXUM [JOIKEH 00eCnevnTb OTCYTCTBME BIUSHUSA BbIXOAHLIX
KoaoB yxe cpabortaBLunx anemeHToB MNBK Ha apyrue anemeHTbl MBK yepes oTkMNiOYEHUEe COOTBETCTBYIOLLUX
MEXaHWU3MOB 3aLLUUThI OT HAONIOAEHUA BHYTPEHHUX AAHHbIX.

6 TecTupoBaHue cpeaCTB BbICOKOHAAEXHOW GMOMETpPUUECKOn
ayTeHTUchUKauum npm BbICOKOM YPOBHE B3aUMHOro noBepust

6.1 TecTupoBaHue ¢ UICNONb30BaHUEM MarbIX 6a3 GuoMeTpuuecknx o6pasoB «yxon»

6.1.1 TpeboBaHusa kK ManbiM 6a3aMm GMoMeTpUYeCcKux o6pasoB «Hyxon»

[na TecrupoBanusa 06yveHHoro NBK HeobxoauMo UMETL HE MeHee 128 nNpuMEpPOB Pa3NUUHbLIX ecTe-
CTBEHHBIX BMoMeTpUYEeCcknx 06pa3oB «Hyxoit», KOTOpble paHee He Obinu CNoMNbL30BaHbI NPU 00y4YeHun TecTu-
pyemoro MBK. hcnonb3yemble Npu TeCTUpoBaHUKM BUOMETpuYeckue obpasbl JOIHKHbI ObiITb HE3aBUCUMbIMU U
cdopmuposarsca no MOCT P 52633.1.
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KoHTponb ypoBHSA HE3aBMCUMOCTH 06pa30oB «Yyxomny OCyLLECTBNSETCS B3aMMHbIM CPAaBHEHUEM UX KO-
OB Ha BbIX0Ae TeCTMPyEMOro npeobpasoBarensi no KpUTepuio XaMMuHra. Cneayer BblYMCHSITE KPUTEPUI X3M-
MUHra Mexay KaxabiM n3 Ko40B-OTKITMKOB «Yyxoiy. B manon TectoBon 6ase He AOmMKHO ObITb nap GuomeTpu-
[n -Jn n+n }

YeCKux o6paaoB, YbU BbIXOAHbLIE KOAbI NO KPUTEPUIO X3MMUHra BbINnagaor m3 UHTEepBana 5 5

rae N — 4ucno pas3psaoB B BbIXOAHOM koae Tectupyemoro MNBK.
6.1.2 Obwan cxeMa TeCTUPOBAHUA C UCNOSNbL30BaHUEM MAJIO TECTOBOM 6a3bl
Mpu Tectuposanumn MNBK buometpuyeckue obpasbl Manoit TectoBol 6asbl nogaiorcs Ha Bxoabl MBK
OAHOKPATHO B NPOU3BONBLHOM nopsiake. Bnok-cxema TeCTUpOBaHUA NpuBeAeHa Ha pucyHke 1. B npouecce
TecTMpoBaHuA koaosble oTKNuku NBK cpasHuBatorcs ¢ koaom «CBOWM», M CTPOUTCA pacnpeaeneHne 3Ha4YeHun
nokasarenewn kputepua Xammuura — p(h).

Bbluucnurens pacnpepeneHun
3Ha4YeHuWI nokasarenen
ﬁ a XaMmuHra
basa 5 § p(h)
©CTeCTBEeHHbIX Q& Kogl
GuoMeTpUiecknx § g- > —
obpasos §- 2
«Yyxoii» 82
2\0
C®
0 128 256 h
Kop «Csoli»

PucyHok 1 — Bnok-cxema TECTUPOBaHUA C UCNONb3oBaHUEM 6asbl éCTECTBEHHBIX GuoMeTpuyeckux o6pasos «Hyxon»

Mo copme u napameTpam pacnpeseneHns 3Ha4eHUn NokasarTens KpUTepua XaMMUHIa OCyLLEeCTBAAIOT
NPOrHO3MpPOBaHUE NOSBNIEHWA HYNEBOrO 3HaYEHMs1. BEpOATHOCTb NOABNEHMS HYNEBOrO 3HAYEHUA KpUTEPUA
X3MMWHra COOTBETCTBYET KONMMU3UU — CUTyaLMK NOSABIIEHUSI KOAOBOTO OTKNUKa «CBON» Npu NpeabsaBneHum
04HOro u3 06pasos «Uyxoi».

6.1.3 BbluncrieHne cTaTUCTMYECKUX NapamMeTPoB pacnpeneneHusi 3Ha4eHUN Kputepua 6nm3ocTu
XaMMuHra

PacnpegeneHue 3HadYeHnin nokasatens XoMMUHra SBNSETCS AMCKPETHbIM, OAHAKO Npu 6OnblKMX 3Ha-
YeHUAX ANUHBI BLIXOAHOTO koda (ans kogos AnuHOW 6onee 32 6uT) adhpekToM AUCKPETHOCTM CneayeT npe-
Hebpeyb U paccMaTpMBaTb OMMCHIBAIOLLYIO hYHKLUIO AUCKPETHOTO pacrpeAenerHunsl Kak HenpepbIBHOE pac-
npeaeneHne ¢ HEKOTOPbIMU CTAaTUCTUYECKUMU MOMEHTaMMU.

Mo nony4eHHo BbIGOPKE KOAOB-OTKITMKOB BbIMUCIIAOT MaTeMartudeckoe OXmaaHue 3HavYeHuin nokasa-
Tena — kputepusa XammuHra — E(h) n cpegHekBagpaTnyeckoe OTKMOHeHWe nokasartenen kputepus XamMmmuH-
ra— o(h).

6.1.4 OueHKa CTOMKOCTM K aTakaMm noadopa npu Ucnonb3oBaHUM ManbiX TECTOBLIX 6a3

MpnbnukeHHasn oLeHKa BEpPOATHOCTM oLmMGKK BTOpOro poga — P, Tectupyemoro MNBK oueHnBaetcs B
pamMKax runoTessl HOPMarnbHOCTK 3aKOHa pacnpeaeneHns 3HaYeHnii nokasarenen KputTepus XaMMuHra:

E(h)!o(h)

1] j exp(~t2/ 2)ct. 0
0

R I

CroiikoCTb K atakam noabopa P2_,1OCT OLIEHMBAIOT Kak 0OpaTHYI0 BENMMYMHY BEPOSITHOCTU OLUMGKM BTO-
poro poaa.

NMpumMmeYvyaHue — PeanbHoe pacrnpegeneHne 3Ha4eHnin nokaszaTtenein Kputepus XaMMUHIa MOXET CYLLeCTBEH-
HO OTNNYaTLCSA OT HOpManbHOro pacrnpefeneHus. B cBA3M ¢ 3TUM NPOrHo3, BeIMUCNEHHLIA No dopmyne (1), ABNSETCA npu-
GRNKEHHBIM W JoMKeH BbITb CKOpPEKTUPOBaH COOTBETCTBYIOLLEH Tabnuuel NonpaBok, y4UTLIBaIOWWUX NOKasaTenu cpea-
Heli cTabUNbHOCTH, YHUKANBHOCTH, KayecTBa GMOMETPUYECKUX NapamMeTpoB TecTUpyemMoro GuoMeTpudeckoro obpasa, a
TaKKe cpefHee 3HaYeHne Mofyns napHeIX KoppensLuii.
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6.2 TecTupoBaHMe C UCNONb30BaHMEM 6a3 criyyanHbix GuomeTpuyeckux obpasoB «Hyxon»
cpeaHero pasmepa

6.2.1 Tpe6oBaHus kK cpeAHUM TECTOBbIM 6a3aM crnyuanHbix GuomeTpuyeckux o6pason «Hyxon»

Ons TecTMpoBaHWUSA CPEACTB BbLICOKOHAZEXHOW OuoMeTpudeckon ayteHTudmkauuum Tectosble 0asbl
€CTeCTBEHHbIX OMoMeTpuieckux o6pa3oB cpegHero pasmepa AOMKHbI COAEPXKaTb OT HECKOMNbKUX ThICAY A0
HECKOMNbKMX AECATKOB ThICAY €CTECTBEHHbIX GuomeTpuyeckux o6pasos. CozaaHme Takmx 6a3 GUOMETPUHECKUX
00pa3oB BNOMHE MO CMNam NPOU3BOAUTENAM CPEACTB BbICOKOHAAEXHOW OUOMETPUYECKO ayTeHTudukauun,
W 3TO MO3BOJISIET UM CAMOCTOSITENIbHO TECTUPOBATL CBOM CpPeacTBa GuoMeTpuyeckon ayreHTudukaumu. dop-
MUPOBaHKUE TECTOBOI 0a3bl €CTECTBEHHbIX BUOMETpUYecknx obpasos ocywectensaerca no FOCT P 52633.1.

6.2.2 MepBbIK 3Tan TECTUPOBAHUA, CEeNneKuna Haubonee GNU3KMX ecTeCTBeHHbIX obpasoB «4y-
)KOW» UCXOQHOIO (HyNeBOro) NOKOSIeHUNA

MepBbIii 3Tan TeCTUPOBaHUA NPOBOAAT B COOTBETCTBUU C BNIOK-CXeMOW, NpeACTaBNEHHON Ha PUCYHKE 2.
Ha nepsom aTane ucnonb3ylor Bce 00pasbl «Uyxoiy, coaepxawmeca B TeCToBoi 6ase. KogoBblie OTKNNMKK
3TUx 06Pa30B ynopsaA04MBAIOT MO 3HAYEHUIO KPUTEPUA PACCTOSHUA XOMMUHTA, BBIMUCIIEHHOTO MO OTHOLLEHUIO
K kogy «CBony.

M3 Bcex obpa3os «Yy>xon» BbiOupalor 1 % 06pa3os ¢ HAUMEHbLUMM NoKa3arenem Kputepus XaMMUHra,
UCMOMNb3yeMbIX NPU AanbHeNLeM TECTUPOBAHUN.

6.2.3 MopduHr-pasmMHOXeHue nepBoro NOKONEeHNA NOTOMKOB, Haubonee GnNU3kux 6uomeTpuye-
CKUx o6pasoB «1yxon»

Mocne cenekuuun BhiIABNEHHOTO 1 % Hanbonee noxoxmx Ha obpa3s «Ceoiy 06pa3oB «Yyxoi» Ux pas-
MHOXAI0T Yepe3 MOPPUHT crnyyainHo BblIOpaHHbIX Nap o6pa3os. MopduHr nap o6pa3os-poanTeneil BbINOMHS-
toT B cooTBeTcTBuM ¢ TOCT P 52633.2. Pa3zMHOXEHME OCYLLECTBAAIOT A0 MOMEHTa, noka pasmep 6a3sbl CUHTe-
TU4eCKkuXx 00pPa3oB-NnOTOMKOB BTOPOTO NMOKONEHUSI HE COBMAAET C pa3MepamMmn UCX0AHOW 6a3bl €CTECTBEHHbIX
BuomMeTpuyecknx 06pasoB NEPBOrO NOKOMNEHUS.

6.2.4 BTOpoi 3Tan TeCTUPOBAHUSA, CeNEeKUUA HanGonee GNMU3KUX CUHTETUYECKMX OOpasoB «Yy-
)KON» NEePBOro NOKONIEHMSA NOTOMKOB

BTtopoii aTan TeCTMpoBaHMUA OCYLUECTBASIOT NyTEM NPEALABMNEHMA BCEX CMHTETUYECKMX BuomeTpuye-
CKMX 06pa3oB NepBoro NOKornieHms Ha Bxoabl Tectupyemoro MNBK. [lanee Koabl-OTKIMKM yNOpsiA04MBAIOTCA NO
KpUTEPUIO XOMMUHTa, BbIMMCIIEHHOMY NO OTHOLLEHMIO K koay «CBoli». N3 BCex CUHTETUYECKUX Buometpuye-
Cknx 06pa3oB-NOTOMKOB MEPBOr0 MOKOMEHUA BbiaensiioT 1 % Haubonee 6nuskux k obpasy «Csoi» o06pa3os
«Hyrxomny.

6.2.5 MopcuHr-pasmHoXeHue Haubonee ONMU3KUX CUHTETUYECKUMX OMOMeTpuYecKkux oGpasoB
«Yyxoi» BTOPOro NOKosrieHUsi NOTOMKOB

Mocne cenekuun BbisiBNEHHOTO 1 % Hanbonee noxoxux Ha o6pa3s «CBoit» 00pa3oB «Yyxoli» Ha BTO-
pOM 3Tane TECTUPOBaHWUA BbIIBNEHHbIE 06pasbl Takke PasMHOXAIOT Yepe3 MOPMUHT UX Cry4aiHO BbIOpaH-
HbIX nap. MopduHr nap o6pasoB-poauTenei BbINOMHAIOT B cooTBeTcTBUM ¢ TOCT P 52633.2. PasmHOXeHuMe
OCYLLECTBMSAOT 4O MOMEHTa, noka pasmep 6a3bl CUHTETMUYECKUX 0DpPa30B-NOTOMKOB BTOPOIO MOKOMNEHUS He
COBMazAET C pa3mepamMu UCXOAHOW 6a3bl €CTeCTBEHHbIX OBMOMETPUYECKUX 00pa30B MCXOAHOTO (HYNeBoro) no-
KOneHwus.

6.2.6 MporHosupoBaHue npegesibHbiX BO3MOXHOCTEN MO NogOOpy Mcnonb3yemMon 6asbl ecrte-
CTBEHHbIX OMOMETPUYECKNX OOpPa3oB UCXOQHOIO (HyJIeBOro) NOKOSIeHUA

BuomeTpuyeckue aaHHbIe eCTECTBEHHbIX OMOMeTpuYeckux 0b6pasoB MCXOAHOTO (HYNeBOro) NOKONEHUN
Ans TectoBbix 6a3 cpeaHero pasmepa, kak Npasuno, He coaepxar MHopmaLmuu, OCTaTouHON Ans noabopa
BX0A4HOro Guometpudeckoro obpasa «Csoii» npouesypamm mopduHra. Maremaruyeckoe oxugaHuwe Kpute-
pUs PacCcTOsIHUA X3MMWHIa BbIXOAHBIX KOAOB 06Pa30B-NOTOMKOB MO OTHOLUEHUIO KoAa «CBOM» yMeHbLUAETCs
OT NOKONEeHus K nokoneHuto. OQHaKo war ABMxeHUs B CTOPOHY To4ku h = 0,0 9KCNOHEeHLManbLHO COKpaLlaeTcsa,
CoKpaLlaeTcsa Takke cpeHeKBaapaTudeckoe OTKNOHeHne BUOMETPUUYECKMX NapaMeTpoB 00pa3oB-NOTOMKOB
B Ka)KAOM CreAyloLLEM NMOKONEHUN.

Monb3yACh 3KCMOHEHUMANbHOW 3aBUCUMOCTLIO CHMKEHUSI 3HAYEHUS MaTemMaTuyecKkoro OXmaaHusa u
cpeaHeKBaapaTUYECKOro OTKIOHEHMS BUOMETPUYECKUX JaHHLIX B MOCNEAOBATENLHOCTU MOKOMEHUN, HeOo6-
XOAUMO CMPOFHO3UPOBATHL YMCIIO MOKOMIEHUI, NO3BONSAIOLMX NPUONU3UTLCA OAHUM M3 00pPa30B-NOTOMKOB K
o6pa3sy «CBoi» Ha pacctosiHue min(h). Mpumep 3KCNOHEHLMaNbHbIX KPUBbLIX YMEHbLUEHUS CTaTUCTUYECKUX
MOMEHTOB, MPOrHO3a YMCNa NOKONEHUIN, HEOGXOAUMbIX ANt AOCTMXKEHUS Min(h), NPUBEAEH B NPUNOXEHUU A.
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6.2.7 MepBas npubnNMxKeHHasa OLleHKa CTOMKOCTU K aTakam nogo6opa

B Tom cnyvae, ecnu 3HadyeHue min(h) Oka3biBAETCS MEHee Tpex CpeAHEeKBaApPaTuieCKUX OTKMOHEHUN
KpuTepus XaMMUHIa HE3aBUCUMBIX KOAOB «Oenoro wyma» (min(h) < 30'LUYM(h) 6uT), LONYCTUMO OLUEHNBATb
CTOWKOCTb TECTUPYEMOro npeobpasoBarens «OMOMETpusi-koa» Kk atakam nogbopa no popmyne

P2_1zN0‘102'k+1, (2)

rae Ny — pasmepTecToBom 6asbl ECTECTBEHHLIX GUOMETPUUECKNX 0GPA30B MCXOAHOTO (HYNMEBOIO) NOKONEHUS;
k — HOMep NOKOneHus1, B KOTOPOM OOHapyXXeH (Mpeacka3aHn) 06pa3-noToMOoK «Yy>xoiy, OTNMYaoWmMNCs
oT obpa3sa «CBoii» He bonee yeMm Ha 3(5mYM(h) OUT No KpUTEPMI0 XaMMUHra.
Mpumep pacyeTa OUEHKU CTOMKOCTU npeobpasoBarens «GUoMeTpus-koa» Npu yyeTe AByX MOKONEHUn
noabopa (k = 2) Haubonee Grnm3koro odpasa-noTomka «Yy>xoi» NPUBEAEH B NPUIOXKEHUN A.

MpumeyvyaHune — [nA He3aBUCUMBbIX BBIXOAHBIX KOAOB ANUHOW 256 6UT «Benblii LLyM» MMeeT cpefHekBagpa-
TUYECKOE OTKNOHEHWE KPUTEPUSA X3MMUHIa 8 GuT (cmym(h) = 8). Ans apyrux ANWH BIXOAHOTO KOAA N CpefiHeKBaapaTuye-
CKOE OTKNOHEHUE KpUTepUa X3aMMUHra uaeansHoro «6enoro wymMa» onucbiBaeTcsl COOTHOLLEHUEM ((;Luym(h))2 =n/4. Ona
HesaBUCUMBIX KOAOB «Benoro Liyma» pacripefiefnieHne 3Ha4eHUn Kputepust XaMMUHra COOTBETCTBYET BUHOMUANbLHOMY
3aKOHY NMAOTHOCTKN pacnpefeneHunsi 3Ha4eHWin He3aBUCMMbIX [JaHHbIX.

6.2.8 PasMHOXeHMe CTapwMX NOKOSIeHUH OOpa3oB-NOTOMKOB «UyXOi» C UcCnonb3oBaHUEM
MyTauumn

B TOM cnyyae, ecnu 3a ABa Unv Tpu NOKONeHUa 06pa3oB NOTOMKOB HE YAAETCH AOCTUYbL 3HAYEHUS KpU-
Tepus X3aMMUHIA MEHbLUE TPEX CPEAHEKBAAPAaTUYECKUX OTKIIOHEHWI HEe3aBMCUMMBIX KOAOB «benoro wyma»
(min(h) < 3°|.uyM(h) 6uT), He06X0AMMO yBENMUYEHME B BA UMW TPU pa3a pa3Mmepa TecToBom 6a3bl eCTECTBEHHbIX
BromeTpryeckx 06pasoB MCXOAHOrO (HyneBsoro) nokoneHus Ny. Jin6o npu Tom xe pasmepe N, HeoGxoaumo
NMPUMEHUTb PasMHOXeHne BuomeTpudeckux obpasoB-noToMkoB MyTaumsmu no MOCT P 52633.2. Mytauus-
MU CrieayeT pasMHOXaTb CTapLumMe nokoneHus 06pasoB-noToMKoB. COOTHOLLEHME Yucna 06pa3oB-NnOTOMKOB,
MONyYeHHbIX HA CTapLUMX MOKONEHUAX MyTauMsaMu U MOPUHIOM, ONTUMMU3MPYETCH CAMUM TECTUPYIOLLUM.
KputepuemM onTMManbHOCTU ABMAETCA YMEHbLUEHUE JOCTUTHYTOrO 3Ha4YeHus min(h).

6.2.9 MpuonuxeHHasa oLEHKa OCTaTOMHOW CTOMKOCTU Yyepe3 pasMHOXeHUWe MyTauuamu obpasa
«CBoOM»

B ToM cnyyae, ecnu min(h) He yaaeTca yMEHbLWUTb MEHee YeM A0 3owyM(h) 6uT, cneayeT BLIMUCTATL
OLIEHKY CTOMKOCTM K atakamM nogbopa no dopmyne

1 2.k i
Py ocr #Ng -10°°" - P o ©)

rae P 10c7 — 0CTaTo4HasA CTOMKOCTb YaCTUYHO CKOMMPOMETMPOBAHHOIO GuomeTpuyeckoro obpasa «Csony,
oTnuyatoLlerocs ot GnmxkanLlero CMHTE3MPOBAHHOTO 0Bpa3a-noToMka «Yy>Ko» Ha BENUUUHY
min¢h) >> 30LUYM(n) ourT.
OcTaTo4YHasn CTOMKOCTb YaCTUYHO CKOMMNPOMETUPOBAHHOIO BromMeTpuyeckoro o6pasa «CBoWY YMCNEHHO
OLIEeHMUBaETCA NyTEM SKCNepMMeHTa, MPOBOAUMOTO Mo Brok-cxeme, N300paxeHHON Ha PUCYHKE 2.

UKMCrEeHHbIA 3KCNEPUMEHT MPOBOAAT, U3MEHAA 3HayeHue a ot 0,0 % A0 BEenUYUHLI min(h) 100 %.
n

Benuunny min(h) cneayet paccMarpuBaTb Kak OTHOCUTENbHOE 3HauyeHue YpPOBHA komnpomertauumn 6uo-
n

METPUYECKMX NapameTpoB BO Bpemsi nogbopa Hanbonee 6nmskoro obpasa-notomka «4yxoi» B nocneaHem
MOKOMNEHUMN.

Ecnu 3a npuemnemMoe Bpemsl YNCIIEHHOTO SKCMEPUMEHTA, NPOBOAMMOrO Mo OroK-CXemMe, NpeAcTaBneH-
HOI Ha PUCYHKe 2, He yaaeTcs oBHapyuTb akT noabopa GuomeTpudeckoro obpasa, CKOMNPOMETUPOBAHHO-
min(h)

n

ro Ha BENUYUHY , AONYCKAETCA UCNONb3oBaTh peanbHble AaHHbIe, NonyYeHHbI€ NPU MeHbLleM 3Ha4e-

HWUMW YPOBHS KOMNpoMeTauun BuomeTpuyeckoro obpasa «Ceoli». B 9ToM criyqae nepecyeT gaHHbIX NPOBOAAT
nyTeM UX NIMHENHON aKCTpanonAuuu. NMpuMep aaHHbIX, NONYYEHHbIX NPU YUCIIEHHOM TECTUPOBAHWUU CTOMKO-
CTU K aTakam nogbopa, npuBeaeH B NPUNoXxeHum b.

BeiumMcneHua CcTonkocTu k atakam nogdopa no gpopmyrne (3) CyLeCcTBEHHO 3aBUCAT OT Yucna rnokorne-
HWI-NOTOMKOB K. [ANs UCKMIOYEHUS HEOAHO3HAYHOCTU Bbl4MCNEHWUA nNo dopmyne (3) cnegyet NPoBOAUTL AMA
M30bITOYHOrO YMcna NokoneHni 06pa3os NOTOMKOB k = 1, 2, 3,... Kak pe3ynsrar OKOHYaTenbHON OLEHKW Npu-
HUMAaIOT pe3ynbTaT OLIEHKM CTOWKOCTU K atakam nogbopa ogHOro M3 npoaHanu3upoBaHHbIX NOKOMNEeHWi 06-
pa3oB-NoTOMKOB.
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«BromeTpusi-koa»

Tectupyembiii npeobpasoBarens

«[Tyck» leHepartop

HOPMarbHbBIX
AaHHbIX
«Yyxon»

—> Koa «Csoii»

«Cron»

PucyHok 2 — Brok-cxema NpoBefeHNUst YUCTIEHHOro aKCrepuMeEHTa No OLEHKe 0CTaTOMHOM cTolikocTu obpasa «CBoiiy,
CKOMMNpoMeTupoBaHHoro Ha GonbLyto (100 % — a %) YacTb GuomeTpuyYeckux napameTpoB

7 TecTupoBaHue npeoSpasoBartens «bMoMmeTpusa-Kkoa» NP HAU3KOM YPOBHE
B3auMHOro JoBepusi Mexay AOHOPOM BMomeTpuu 1 BrnagernbLeM cpeacTea
6uomeTpuUeckon ayTeHTUpUKaumm

7.1 TecTupoBaHue CTOMKOCTM K aTakam noadopa ¢ UCNOorib30BaHUEM TOJNLKO KOAOB-OTKIIMKOB
6uomMeTpuyecKoro npeobpasoBarens, Noyy4YeHHbIX HA HEJOCTYNMHOMW ANA NpoBepAwWero 6ase
TeCTOBbIX GMOMETPUYECKMX obpasos

PasmelleHne BuoMeTPUYECKMX AaHHbIX B napameTpax obyveHHbIx MEK ¢ npocteiiummn CTpyKTypamm
(cm.5.1.1, 5.1.2, 5.1.3) noTeHymanbLHO onacHo, cneaoaTtesibHO, nepeaada MNBK ¢ npocTenwmnmmn CTpykTypamm
conpsbkeHa ¢ pUCKOM KoMMnpoMeTauuu 6uomeTpun JoHOpa u ero koga gocryna. Ecnu goHop Guomerpumn He
JoBepsieT Bnagensly cpeacrtsa GMOMETPUYECKOW ayTEeHTUMUKaLuKU, TO OH He AOMKEeH NPeaocTaBnNATb emy
csou MBK, npecbpazoBaHHbIii B OAHY N3 €r0 NPOCTENLLUX CTPYKTYP.

Ecnu npuHsaTast nonutnka obecrneyeHns 6e30nacHoCTM MHEOPMALIMOHHON cucTeMbl TpebyeT oT AoHOpa
BUOMETPUN rapaHTUii BbICOKOW HaAEXHOCTU ero BuomeTpuyeckoi ayTeHTudukaummu, To JOHop Buometpun
JOMMKEeH NpeaoCcTaBUTb AN BHELUHEro TeCTUPOBaHUA KOAOBble OTKNMKM 00yveHHOro MBK Ha Hen3BeCTHbIX
NPOBEPSIOLLEMY TECTOBbIX BO3ZeiCTBUSAX. [pK 3TOM AOHOP BGUOMETPUM A0MmKeH nepeobyuntb MBK Ha Heuc-
nofb3yemMoMm CriyqanHoMm koge gocrtyna «CBomny.

Ona uckniovYeHns BO3MOXHOCTWM 4acTUYHOW UMW MOJSHOW KoMnpomeTauum GuomeTpuyeckoro obpasa
«CBoOV» AOHOP OMOMETPUM HE NPeAOCTaBNSET TECTUPYIOLLEMY CaAMUX TECTOBbIX BO3AENCTBUN «YyXKON» U He
Aaet nHpopmaymm o cBOEM BbIXOAHOM KOAe.

MpumedaHune —IlepeobydeHne HellpoceTeBoro MNEK Ha MHOI kog nnu nepenporpaMMUpoBaHUE €ro BLIXO4HO-
ro Kofja He BNUSET Ha CTONKOCTL HelipoceTeBoro MBK k aTakam nogbopa. MepeobyyeHre NpoBOAAT Ha TOM xe obyyaroLen
Bblbopke o6pasoB «CBOWY, HO ANA UHOTO BbIXOAHOrO Koga. MNepenporpaMmMupoBaHue NPoBOASRT NyTeM WHBEPTUPOBaHUSA
HekoTopoW YacTu pa3psAoB BbIXofHOro kofa 6e3 nepeobyyeHns Bcero MNBK.

7.2 O6HapyxeHue thakta mogudukauum npeobpasoBarens «oMoMeTpua-koa»

7.2.1 O6HapyxeHue cdrakra mogudpukaunm NBK nyTeM ucnonb3oBaHUA KOHTPONbHbIX CYMM

CoxpaHsia KOH(puAEHLUMansHOCTb, aHOHUMHOCTb M 00E3MMYEHHOCTL CBOEro NEPCOHAaNbLHOro BMomeTpu-
Yyeckoro obpasa, a Tak e KOH(UAeHUManbLHOCTb Koga goctyna «CBoiy, npu HeobxoammocTu foHop Buo-
METPUM UMEET BO3MOXKHOCTb 3aMeHUTL Buomerpudeckuii o6pas «CBoN» Mnu BbIXOAHOW kof aocrtyna. Mpu
no6OM U3 ITUX U3MEHEHUI UBMEHSAIOTCA AaHHble MBK.
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Kpome TOro, AoHop BuomeTpun MoxeT obecneynBatb PeXMM CBOEH aHOHUMHOCTU, U3MEHSA NPU Kax-
[OM ceaHce ayTeHTudukaumm cesasmn BHyTpu csoero MNBK. MNoaobHble naMeHeHus MOryT OblTb OCYLLIECTBIEHbI,
Hanpumep, 3a CYET UBMEHEHUA CBA3EIN HENPOHHO CETU U nepeobyvyeHnsa HOBOro BapuaHTa HEMPOHHOW CETH,
npu aToM GuomeTpuyeckuii 06pas n Koa AOCTyNa MOryT OCTaBaTbCA NPEXHUMMU.

Bnaaeney cpeactesa GUOMETPUYECKON ayTEHTUUKALMKU UNKN CTOPOHHWIT Habnogatenb oGHapyXuBaer
dakt moaudukaumm NMBK goHopa GomeTpun, HaNPUMEP, BbIMUCHAS KOHTPOIbHYKO CYMMY ABOUYHbLIX A@HHbIX
MBK 1 cpaBHKUBas ee C 3TanoHOM.

7.2.2 NMogreepxaeHue dakra moaudukauumn MNBK, npousBeaeHHOW CMEHOW TONbKO KOOOBOIO
OTKNMKa npeoGpasoBarens «GUOMeTPUA-KOA» UIU TONbKO CMEHON CBA3ei BHYTPEHHUX GnomeTpuye-
ckux aaHHbIx NMBK

Mpu obHapyxeHun gakra moaudukauum MBK no 7.2.1 Bnagenew cpeacrtsa BUOMETPUYECKON ayTeH-
TUdbMKaLMn AOMKEH yAOCTOBEPUTLCA B Be30nacHOCTH Moandmkauun. [na aToi Lenm oH AOMKEH 3anpocuTb
JOHOpa GMOMETPUM O XapaKTepe OCYLLECTBNEHHbIX UM U3MEHEHUIA.

[na nogTBEPXKAEHUA TOrO, YTO M3MEHEH TONbKO BbIX0AHOW koA MNBK, unu Toro, 4to KO4 ocTancs npex-
HWM, HO U3MEHEHbI TONbKO CBA3M MNBK, nosnbHbIi 4OHOP BUOMETPUM AOMKEH NepeaaTe NPOBEPSAIOLLEMY HO-
Bble koZoBble OTKNMMKKM MBK HAa HEeM3BECTHbIX NPOBEPAIOLLEMY TECTOBbIX 00pa3ax «yxoii» B COOTBETCTBUM
c7.1.

Mmes aTy MHpopMauuio, NPOBEPSAIOLLMIA AOMKeH YBeanTbCs B TOM, YTO CTOKOCTb MBK ocTtanack npex-
Helt (npoBepka NPOBOAUTCA NO 6.1.4), noaTBEpPAUB, YTO AOHOP BMOMETPUM coxpaHun o6pa3s «CBoW», U3MEHUB
nuuwib Bua MBK n/unun kog «Csoli» Ha Bbixoae MNMBK.

7.2.3 MNMogreepxaeHue dakra moandukauum NBK npu uamMeHeHUn OOHOPOM GMOMETPUYECKOTO
obpasa «CBoM»

Mpu nameHeHun goHOpoM BuomeTpuyeckoro o6pasa «Ceoi» u nepeobyuenum MNBK namensiercs ero
CTOMKOCTb K aTtakam nogbopa. Brnageney cpeacrsa 6MOMETPMUECKON ayTeHTU(UKALMKN JOMMKEH 0OHApYXUTb
hakT n3MeHeHMs CTOWKOCTM K aTtakam nogbopa moguduumnposanHoro MNBK n, TeMm cambiM, caenartb BbIBOA O
CMeHe A0HOPOM BMOMETpUM ero KoHduaeHUMansHoro Guomerpuyeckoro obpasa ayreHtudukauumn. Beisog
Jernaetcs TonbKo ecnu goHop BuomeTpun npeaocTasun BnagenoLy cpeactsa bMomeTpuieckon ayTeHTudm-
Kaummn oTknuku Hosoro MBK no 7.1. KoHTponb CTOWKOCTU K atakam noabopa B 9TOM criyyae NpOBOAMTCS B
cooTBeTCTBUM C 6.1.4.

7.3 O6GHapyxeHue hakTa BKIIOYEHUA NONb30BaTerieM 3auUTHbIX MeXaHU3MOB CBA3bIBAHUA
BHYTPEHHUX AaHHbIX Npeobpa3oBaTens «OMoMeTpusa-koa»

Tak kak geincTeuTenbHas 6€30nacHOCTb BbICOKOHAAEXKHON BUOMETPUYECKON 3aLmuTbl MHOpMAaLUmM CBS-
3aHa C COXpaHEHUEM KOH(pMAEHUMANbHOCTU (AHOHUMHOCTH, 06€3NIMYEHHOCTH) NEPCOHANBHOTO GUOMeTpuYe-
ckoro obpasa, To npu ero xpaHeHUu HeobxoAUMO UCNOSb30BAaTh 3aLUULLEHHbIE OT HAOMNIOAEHUA BHYTPEHHUX
AaHHbIX MBK co cnoxxHol CTPYKTYpOii, cooTBeTCTByloLel 5.2.4. Mpu 3TOM BHEWHWi Habniogatens (Hanpu-
Mep, Brnageney cpeacrsa GMOMeTpuU4ecKon ayteHTudmkauum) A0smkeH YMETb BbIABNATL (pakT nepexoaa Aio-
Hopa GuomeTpuu ot NBK ¢ NpocToN CTPYKTYPO# K 3awumeHHoMY MNBK co cnoXXHOM CTPYKTYPOM.

MpusHakom TecTupoBaHuA sawmiieHHoro MNBK sBnserca 1o, 4To Npu TeCTUpoBaHMM nNo BGnok-cxeme,
npeacTaBneHHoON Ha puCcyHke 1, cpeaHeKBaapaTUieckoe OTKIOHEHMe pacnpeaeneHus KOAoB Kputepusi Xam-
MUHra 6nmM3Ko K CpeaHeKBaApaTUHeCKOMY OTKITOHEHMIO pacnpeaeneHuss GBUHOMMANbHOTO 3akOHAa He3aBu-
CUMbIX AaHHbLIX (YMCIO cTeneHen cBoboabl y GUHOMMANBLHOMO 3aKOHA M YMCIIO BLIXOAOB Npeobpasosarens
«BnomeTpus-koa» BbIOUPAIOTCA OAMHAKOBbLIMU). [pK 3TOM U3MEHEHUE KOA A, C KOTOPLIM CPABHUBAIOTCS KOZO0-
Bbl€ OTKNMUKM 3awmieHHoro MBK, He AOmKHO NPUBOAUTL K 3HAYUTENLHOMY M3MEHEHUIO G(h) N0 CPABHEHMIO C
ova(h).

MpoBepky pekomeHAyeTrca NPOBOAMTL, UCMOMbL3ys He MeHee 64 BapuaHTOB CRyYalHbIX KOAOB C NO-
cnegyowmm ycpeaHeHue pesynstaTtoB. NMBK oTHOCAT K 3alMLLEHHBIM B Crydae, eCnu BbINOSTHAETCH YCNoBUe

Ouym) < E(0(h) < 1,50, (). Q)

Hanpotue, Npu3HakoM TECTUPOBAHWUSI OTKPLITOFO GMOMETPUYECKOrO KOHTEMHepa sIBISIETCA TO, UTO
BblUMCIEHHOE 3HadeHue E(a(h)) He yaosneTBopsieT ycnosuto (4). Ans MNMBK 6e3 3awutbl oT HabnogeHus
BHYTPEHHUX AaHHbIX NpaBas 4acTb ycnoswuii (4) He BbinonHsaeTca. Ansa MBK ¢ npocTedwmmn CTpykTypamm
(C 0OAHOCNONHON HENPOHHON CETBLIO UMK C UHBIM OAHOCNONHBIM HEYETKUM MEXaHU3MOM 00OralLeHUs 4aHHbIX)
cpeHeKBaApaTU4EeCcKne OTKIIOHEHUS pacnpeseneHust KpuTepua XaMMUHIA 3HAYUTENbHO OonbLue, YEM OTKIO-
HEHUs1 He3aBUCUMbIX kogoB (a(h) >> 1,50LuyM(h), nogpobHee cM. B npumedaHum k 6.2.7. Npumep nsmeHeHus
nokasarens o(h) Ana BKIIOYEHHOTO U OTKIIOYEHHOro MEXaHW3Ma 3alumTbl NPUBEAEH B NPUNOXeHUN B.
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MpunoxeHue A
(cnpaBoyHoe)

MpumMep HanpaBneHHOro noa6opa napamMeTpoB GUOMETPUYECKOro 06pasa nyTemM cerekuumu
HauOonee 6nM3KMX 0O6pa3oB U UX MOP(PUHI-Pa3MHOXKEHNE B HECKOSTIbKUX MOKOJNIEHUAX

Mpu ucnonb3oBaHuKU UcxoaHoW TecToBolW Basbl, coctosiwleir u3 3000 ecTecTBEHHLIX GUOMeTpUdeckux obpasos,
oLyTUMOe NpUONmKEHNe CMHTETUYECKUX 06pa3oB Kk obpa3dy «CBoi» Mo 3Ha4YeHUIo KpUTepus XsMMUHra HabniogaeTcs B
nepBbIX ABYX NokoreHusix. Kpusble yHKUMU CHUXKEHUA 3HAYEHWUIA KpUTepusi XaMMUHIa, NOCTPOEHHLIE NO SKCNepUMeH-
TanbHbIM AaHHbLIM, MPUBEAEHBI HAa pUCYHKe A.1.

h
<
120\
100
\/ Eh)
N\

80

\\ min(h)
60

40 AN

20

\

0 1 2 3 4 5 6 7
Yucno nokoneHun

PucyHok A.1 — 3KcrnoHeHUManeHble PYHKLUUM CHUXKEHWUS! 3Ha4YeHUI NoKasaTenei MaTeMaTUi4ecKoro OXuaaHus Kputepus
XaMmMuHra E(h) 1 MUHUMATBHOTO 3HAYEHNS KpUTepusa XaMMuHra min(h) AN HECKONbKUX NOKONEeHW noabupaembix
0bpa3oB-NOTOMKOB

B cooTBeTCTBUM C pUCyHKOM A.1, TOUKU rpaduka, COOTBETCTBYIOLMUE TpETbEMY U YETBEPTOMY NOKONEHUIO, Nonaga-
0T Ha Ha4yano Nosiororo y4acTka NepBon U BTOPOIA SKCMOHEHT. Bce nokoneHus, nonagatowme Ha Nonoruii y4acTok, gaioT
npakTUYeckn Hepasnuiumble pesynstathl min(h). OLeHka CTOMKOCTU K aTakam nogbopa NpousBoguTca BbIUUCIEHUSMI NO
dopmyne (4) 6.2.9, ucxoaa M3 ydeTa TONbKO ABYX MOKOMEHNIA NPUBNMKEHNSA, Kaxzas U3 ToMeK KOTOPbIX AaeT 3Ha4uTeNb-
HOEe CHUXEHWE 3HAYEHNSA KpUTEPUS XIMMUHTa:

Py "~ Ng - 10%% - Py 4 = 3000-10% 18 = 540000000.
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Mpunoxenue b
(cnpaBouHoe)

Pe3ynbrar OLlEHKU OCTaTOYHOW CTOMKOCTU NOYTU NOSTHOCTBLH CKOMIMPOMETUPOBAHHOIO
6uomeTpUyYecKoro obpasa nyTemM pasMHOXeHUs oo6pa3oB «CBON» MyTaUMAMMU

Ataka nogbopa 4acTU4HO CKOMMPOMETUpOBaHHOrO GuoMeTpudeckoro obpasa, peanusoBaHHasi Mo Griok-cxeme,
npegcTaBneHHol Ha pUCyHKe 2, TpebyeT MarbiX BbIYMCIIMTENbBHBIX PECYPCOB, ecri ckoMnpomeTpoBaHa 6onsiuas YacTb
GuoMeTpuNn. PeaynkTaThl YNCIEHHOW peanu3auumn ataku Ha HelipoceTeBoii MBK ¢ 416 Bxonamu 1 256 BeIXogamu nokasa-
Hbl Ha pucyHke B.1, roe npuBeaeHsl ABe pasmeTkn ocy abeunce. BepxHss pasmeTka oTpaxaeT 4ncnio noabupaemsix (He
CKOMMPOMETUPOBaHHBIX) BXOZL0B HelpoceTeBoro MNMEK. HMKHAA pazMeTka oTpaxaeT aKBMBaneHTHoe YUcno noabupaemsix
(He ckOMMNpPOMETUPOBaHHLIX) BLIXOA0B HelipoceTeBoro npeobpasosatens «GUOMETPUA-KOA».

log(N) 6
15,8 MUITIMOHOB NeT
10 1 rog
1y /
5 10 MUH
®
2,5
1
1,1 E Yucno noabupaembix BXOAOB HepoceTu
0 T r 1 1 1 1 1
1 ! 50 ! 100 150 200 250 300 350 416 n,,
1 1
1I i 3|2i 6|4 9|6 1?8 1§0 1?2 2.24 2&}6 Ngyix
I 1 T 1 T T T T T T 1
! | SKBUBaNEHTHOE Yncno noabrpaeMbiX BbIXOA0B HeApoceTU
70ur 40 6ut

PucyHok 5.1 — PesyniraThl YUCIIEHHOrO aKkcnepuMeHTa no nogbopy GUoMeTpuyeckux NapaMeTpoB NOYTU MOMHOCTLIO
CKOMMNPOMETUPOBaHHOrO GUOMeTpUUeckoro obpasa

Mpw No4TH NonHoi kKoMnpomMeTauum GuomeTpuyeckoro obpasa (CkomMnpomMeTUpoBaHo 97 % OGUOMETPUYECKMX Napa-
METPOB, HE CKOMMPOMETMPOBAHHLIA OCTaTOK Kntova 7 BuT), Ha peanusauuto TectupoBaHus Tpebyetca MeHee 10 MuH (uc-
nonb3oBanace 06bl4Has NepcoHanbHas BeMUCIUTENbHASA TeXHUKa). Bo BpeMs TecTupoBaHus ocyulecTBnsAnock 100-kpar-
Hoe mosTopeHue nogbopa 3 % OCTaBLUMXCH HEW3BECTHBIMU MapaMeTpoB (Kaxabli nogbop NpoBOAWUNCA ANS pasHbIX
BXO[,0B HelipoHHoii ceTu MBK, peaynsraThl Nof60poB yCpeaHANUCH).
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MpunoxeHue B
(cnpaBouHoe)

Mpumep U3MEeHEeHUA NNOTHOCTU pacnpeneneHus 3Ha4eHUM kpuTepusa XaMMuHra
NPy BKSTOYE HUM/OTKIHOYEHUM 3aLlUTHbIX MEXaHU3MOB CBA3bIBAHUA BHYTPEHHUX AAHHbIX
B OOQHOM CJi0e HeMPOHOB NpeobpasoBaTtens «GuomeTpus-koa»

Mpu nepexoge K CrIOXHOW CTPYKTYpe 3alMLUEHHOro OT HabnogeHna BHYTPEHHUX AaHHbIX NBK rpadmk nnoTHoCTM
pacnpeaeneHnst 3Ha4eHnin Kputepua XaMMUHra CXMMaeTcs (CM. pucyHok B.1).

Mpu OTKMNIOYEHHBIX 3aLUUTHBIX MEXaHW3MaX CBA3LIBAHUA BHYTPEHHUX AaHHbIX MNBK cpeagHekBagpaTU4eckoe oTKIo-
HeHWe KoAoB X3MMUWHra AOSMKHO BbiTb MCNOMb30BaHO AN YMCIIEHHOW OLEHKM CTOMKOCTM K aTakaM nogbopa TecTupye-
Moro npeobpasosaTens. [pu BKNIOYEHHBIX MeXaHU3Max cBsA3biBaHWA gaHHbIX [TBK cpegHekBagpaTuieckoe OTKIOHEHUE
KofoB X3MMUHIa He oTpaxaeT CTOWKOCTU npeobpasoBaTens «BMoMeTpUa-Kog» U COBNafaeT co cpefHeKBagpaTuieckum
OTKIMOHeHNeM BUHOMMANBHOro 3aKoHa pacnpefeneHns He3aBUCUMbIX 3Ha4YEHWI TON xe pasMepHOCTH, YTO W BbIXO4Has
pasMepHocTb TecTupyemoro MNBEK.

p(h)
0,05
I BknioyeHb! 3alUTHbIe
| MEXaHN3Mbl CBA3bIBAHUSA
0,04 f AaHHbIx NBK
|
|
0,03
OTKNIOYEHbI 3alLUTHBIe
0,02 — 'Mexannambl cBsiabIBaHWA
AaHHbIX MBK |
0,01
|
|
] N r—
0 50 100 128 150 200 250 h

PucyHok B.1 — [IBe onuckiBatowne pyHKUUN pacnpeaerieHns 3Ha4eHWi Kkputepusa XaMmMuHra npu TectuposaHum NEBK ¢
NPUMUTUBHOW CTPYKTYpOW u 3awmuieHHoro MNBK ¢ 256 Beixogamu

[na 6uHoMHUansHOro 3akoHa pacnpefeneHna 256 HesaBMCUMBIX AaHHLIX 6(h) = 8,0. Ecnu TecTupoBaHue npeobpa-

3oBaTens «bmomeTpus-koa» Ha 128 TectoBbix 06pasax «Yyxoii» faet Ana koga «Ceoi» u N cny4aiHbIx kogoB 6nuskue
3HadeHns: 64(h) = 8,14; 6,(h) = 7,84, 65(h) = 8,07,...., To Takoii MBK ABNAeTCA 3alyLLeHHEIM.
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